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the direct and sole target of a terrorist or rogue group If this occurs, it will impact information technology functioning and disrupt business If the company under attack relies heavily on the World Wide Web for revenue, the disruption could be fatal Because full-scale information warfare attacks on entire nations are difficult and expensive to launch, terrorists and rogues are likely to target specific government organizations or high-profile private companies in order to bring attention to their cause or, in the case of rogue attacks, attempt to extort the highest amount of money One of the major concerns that private companies face if they are singled out by a terrorist or rogue group is getting help from qualified parties to deal with the attack After isolating and protecting their information systems, private companies then need to turn to civilian law enforcement to report the attack and seek assistance As previously indicated, civilian law enforcement is not well equipped to deal with information warfare strategies Civilian law enforcement also has little ability to stop activity that occurs outside the United States unless that activity can be traced to cooperating countries Sustained attacks are likely to originate from multiple points, as illustrated in the scenario that we will discuss in  3 This will make the job of civilian law enforcement investigating incidents even more difficult At this time, there is also a lack of definition as to when terrorist attacks stop and war begins War, as defined in the past, happens between political entities Information wars, on the other hand, can be waged without the political sanction of a specific country This makes the traditional definition of war rather obsolete Add to all of this complexity the fact that the military is most qualified to track attackers, locate the sources of attack, and physically intervene and destroy the ability of the attackers to sustain activity and if necessary kill the attackers Since all the governments in the world and all the responsible organizations in the major nations have been unable to develop procedures ahead of time, it is during the first major attacks when the rules will be made and procedures are developed.
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		Comparison of Pump Energy Consumptions (kW) Two-way valve with circulator (Fig 86b) 139 189 460 Contemporary two-way valve (Fig 86c) 39 97 370
Three-way valve (Fig 86a) 400 400 400
1
Chiller Effect (kW) Two-way valve with circulator (Fig 86b) 032 043 105 Contemporary two-way valve (Fig 86c) 09 22 84
Civilian casualties during the implementation of information warfare strategies are very likely to occur Only in extreme circumstances would these casualties actually be physically injurious or result in actual death
Three-way valve (Fig 86a) 91 91 91
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		Total Energy Consumption (in kW) for the Three Coil/Valve Arrangements on a Chilled Water System Table 83 Percent load 025 050 100 Three-way valve (Fig 86a) 491 491 491 Table 84 Contemporary two-way valve (Fig 86c) 048 119 454
Two-way valve with circulator (Fig 86b) 171 232 565
.
If critical healthcare or emergency service systems were hit during attacks, lives would certainly be at risk The definition of civilian casualties in this analysis focuses more on the impact on the workforce, personal wealth, and personal technology During ruinous or sustained information warfare activities where private companies are targets, workers are likely to be displaced, at least temporarily Depending on the extent of damage, these workers could be unemployed for a lengthy period Private citizens who have invested directly or purchased stock in publicly traded companies could also experience the loss or decline of investor value and certainly the delay in the payment of dividends The potential impact of information warfare strategies on private citizens is shown in Table 1-6
Downloaded from Digital Engineering Library @ McGraw-Hill (wwwdigitalengineeringlibrarycom) Copyright   2006 The McGraw-Hill Companies All rights reserved Any use is subject to the Terms of Use as given at the website
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